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It is abundantly clear that a high-intensity focus on “trustworthy computing and communications”
must become a national imperative. This point has been driven home by the events of
September 11", and subsequent analysis of the pervasive role of highly vulnerable information
technology in the monitoring and control of most elements of the nation’s critical infrastructure.
On a less catastrophic scale, though, the relentlessly increasing frequency and severity of
worms, viruses, and security breaches, and the relentlessly increasing difficulty of administering
systems, threaten the further expansion of information technology into all aspects of our lives
and our economy.

The state of research in this field is not as dire as some have asserted. However, there can be
no doubt that much remains to be done. Additionally, the gap between knowledge and practice is
extraordinarily large. Finally, there has been far too little focus on technical approaches to
reducing the “human error” (e.g., misconfiguration) that frequently is fingered when a problem
occurs — “human error” that is an inevitable consequence of inept system design.

Important long-term research topics in this space (all of which have been cribbed from others)
include:

System development tools that reduce the frequency and severity of bugs

System administration tools that reduce the frequency and severity of configuration errors
Specification techniques for security policies that are meaningful to system administrators
and end-users, so that when conformance of an implementation to a specification is
mechanically verified, the desired outcome is achieved

Meaningful metrics of system security, stability, etc., so that these attributes can be “sold”
and thus their development overhead and operational overhead can be justified and
compensated

Auditing techniques
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